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Abstract:
Ojo Technology, Inc. The purpose of this white paper is to provide an overview of upgrading an analog
48890 Milmont Drive CCTV system to an IP, or networked, video surveillance system. This white paper
Suite 101D includes the benefits of an IP video surveillance system, reasons for keeping some
Fremont, CA 94538 components of your analog system, and high-level design for a system that will be easy
www.ojotech.com to upgrade as new technology becomes available.




Reasons to Upgrade Instead of Replace CCTV Systems

IP (Internet Protocol or "networked") Video Surveillancecdfmany advantages over
analog CCTV systems, but that doesn’t mean that you shocédsarily throw out
your old CCTV system and replace it with a new IP Vi8eoveillance (IPVS) System.
There are many reasons that parts of your analog syatehthe investment you have
made in it) should be preserved including:

* You may have purchased high-quality video caméatsstill have a long life
ahead of them

* You may use the system primarily for real-time vieyv

* You may have a large investment in cabling to exgsBCTV cameras

* You can upgrade your existing CCTV system, thusguréng your existing
investment, while experiencing the many of the bnisfat true digital recording
and distribution offers.

Overview of IP Surveillance Systems

An IPVS system is completely standards-based. Ittheesame cabling, PCs, and disk
drives that you use for data connection and storage inoffice. An IP video
surveillance system consists of the following:

*  One or more digital "network" cameras

e A standard Ethernet network, either shared or déstic
» Acentral management server

* One or more client viewing stations

* Adigital storage unit

Cameras

IP cameras contain a digital CCD or CMOS sensor, altigan embedded
microcomputer to do image processing and interface to t@retBoth the digital
video output frames from the camera and camera contromatmn flow through
standard Ethernet.

Network

The standard computer network that supports the digital Wiolaand the camera
control information are identical to those that supportitita flow between office
computers, servers, and printers. Network cable, switzhesvireless interfaces are
standard hardware products. These are widely availatlenaxpensive. The network
for the IP surveillance cameras is often shared witlxasting, installed data network.
This is appropriate if the current network is 100base-T&igabit Ethernet. Some
organizations may desire to run a dedicated networkpartally dedicated network
for the IP surveillance system. Sometimes organizatiomssehto upgrade an older
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network, providing improved data functionality as well as supmpnetworked
cameras.

Server

The central sever is often a standard Windows-basedogestinputer, typically
running the camera server software as a dedicated appiicétie server may
physically connect to the network at any point. A standavds®, keyboard and
computer monitor connected to the server typically functionraaletime monitoring
station.

The combination of the server plus storage is often callddtwork Video Recorder.

Viewing Stations

The client viewing stations are standard office PClagtop computers. The client
viewing is via either a simple Windows application or vidamdard web browser.
Multiple client viewing stations are easily supported anywlom the network or
anywhere in the world, connected to the server via the Intd&?B&s may also be used
to view video, as well as to control cameras. The Papgeability of IPVS systems may
substantially improve emergency response, crowd and ewetnbt; and facility
maintenance, by placing key information directly into thads of personnel in the
field.

Storage

The digital storage unit is a standard disk subsystensjstorg of one or more disk
drives. Often, multiple disks are used to provide faultréoievideo storage and to store
many days of video automatically. A RAID-5 system thatledl4 days of video is the
most common configuration. The disk subsystem is normaiipected to the server;
however it may be placed anywhere on the network, or evestebnvia the Internet.
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Figure 1: IPVS components

Remote Standard PC Intelligent
Monitoring Cameras

Standard IP
Network T
Cabling ﬂ
Digital
Recording/
Storage Switch

Benefits of Upgrading an Analog CCTV System

Future Flexibility and Upgradeability

One of the largest benefits of an IPVS system isitimtompletely standards-based.
Using a standards-based system allows you to take adeaoitall the latest
innovations in technology such as lower cost disk storageption-tracking cameras.
It also provides future flexibility, because you are nokéatinto any one vendor. You
can pick the best-of-breed products today and in the fubafeyare, servers, storage
capacity, cameras, network equipment and other feaduotsas remote monitoring
may be upgraded or added at any time, without fear opathility issues.

Remote Monitoring

The ability to see images from your cameras anywhere iwadhle is a very important
advantage for IPVS systems. Being able to view the ismigen any camera on any
PC on or off the premises provides the ultimate flexibikeld-based PDAs may be
used to both view video, and control cameras.

Efficient Use of Recording Media

IPVS systems have sophisticated software that prowdes features including
recording only when there is motion. This saves disk spadenakes it dramatically
faster to locate and archive relevant video clips.
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ecialized Alertin
Although Analog Sp g

CCTV systems The software also has advanced alerting capability. sbftavare can provide alerts
only record at an under the following circumstances:

average of 1.85

frames a second, » People traveling the wrong way in crowded enviramsisuch as airports
they do provide a L . .

higher frame rate * Motion in just one section of the camera view

for real-time

viewing « Discrimination between animal, human, and vehicleano

* An object that is removed from a location
The viewing of an

IPVS system will * Anew object appearing in a scene, such as a palefagader a seat

be the same frame

rate as the . o

recording — All of the above can create a virtual “trip wire” thahde out an alert to a PC, pager, or
typically set at 4-6 cell phone.

frames a second.
Camera frame rate

Ease of Finding Video Clips

may be
programmed to The software for IPVS systems makes locating a given \adgment much easier.
increase The software provides the option of only recording when tisensotion (with a 30-

automatically,

) _ second pre-motion buffer) so that the file size is optimiZHage software also allows
following motion

you to choose a location in the frame and then searehtiore when something

sensing. . : ) . "y ; .

9 changes in that location. Saving or emailing criticdéew clips requires only a mouse
If you are using click.
your CCTV

system for real-

time monitoring, Better Quality Recording

you may want to The average recording rate for an analog system is l8fe$ra second. The average
retain that recording for an IPVS system is 4-6 frames a second, vpahdes significantly
capability by just higher quality recorded video. This recording capacity feeggly limited only by

adding IPVS to

your system available disk space and bandwidth.

Options for Upgrading

There are three options for upgrading, instead of regaour CCTV system
including:

1. Adding IPVS
2. Upgrading the back-end only
3. Upgrading everything except the cabling

You may choose any of these options, or a combination ¢ thgtions based on your
existing system and your individual needs.
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Figure 2: Existing Analog CCTV System
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Adding IPVS

If your existing CCTV system is set up just the way you negabit are satisfied with
the existing cameras, then you may want to simply add E&y&bility to give you the
additional features of IPVS as well as easy expansiorbiiya

A video server can be added, serving any number of camehich will converthe
analog images to digital. Once this is added, IPVSvsoé can be used on a standard
PC to provide all the features of IPVS including seleata®rding and remote
viewing.

Figure 3: Adding IPVS to an Analog System
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Upgrading the Back-End Only

If you are not tied to your existing guard-station viewiogesns, and you have good
guality analog cameras in the locations you need them, yowanatyto upgrade only
the back-end of your CCTV system to provide all the featires IPVS system.

This upgrade is accomplished by replacing the DVR withde®iServer. The video
server converts the analog images to digital and then dsgmsvia standard Ethernet
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to the PC. The software on the PC then provides all fiesgcated recording and
video capability listed in the section above under “Benefits”.

Figure 4: Upgrading the Back-End Only
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Upgrading All Except the Cabling

If you don’t have high-quality cameras, but the camerasmdhe right locations and
you have a substantial investment in cabling, you can upgradéiledbhckend and the
cameras, maintain the cabling, and still experienchaladvantages of an IPVS
system.

There are cameras available from both Sony and JVQévatthe option of connecting
to either coax or Ethernet. These cameras provide ih&tdt flexibility.

This upgrade is accomplished by replacing the DVR withde®iServer that is
available in 1 or 4-port models. The video server convertarthldg images to digital
and then sends them via standard Ethernet to the PCsofthre on the PC provides
all the sophisticated recording and video capability listinipe section above under
“Benefits”.

The one limitation to this configuration, as opposed ttaotpg the entire system with
IPVS, is proving uninterrupted power supplies to the cameeassfsecial
considerations below for more detail).

Figure 5: Upgrading All Except the Cabling
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Special Considerations

There are certain configurations that upgrade easily dredsothat are more difficult.
Analog Pan Tilt Zoom (PTZ) cameras are difficult to cohte IPVS.

Another reason to keep analog cameras is lower replaceostrnn high-vandalism
locations. Although both analog and network camerasbegyjaced in vandal resistant
housings, in some applications these housings are eitherggodr are ineffective. For
example, spray paint or tape can temporarily blind ameca, in any housing.

One of the advantages of an IPVS system is that thereamare often powered from
the room as the digital recording server. This allows@esiUninterrupted Power
Supply (UPS) to maintain the power to the entire syst®8mce analog cameras are
usually powered locally, you will not experience this adagatof running a single UPS
as you would for a pure IPVS system.

One potential issue with replacing cameras is the pobe power to the existing
cameras may not be the same voltage as that of the nesvasa In such cases
additional power will need to be run to the new cameras.

It is best to consult with a local IPVS specialist ttdreunderstand how your CCTV
system can be upgraded and how other special consideratigrappia to your
specific configuration.

About Ojo Technology, Inc.

Ojo Technology is a solution provider and systems integvatbrexpertise in both
security and in data networking. Ojo specializes in cetepustomer specific IPVS
solutions for educational institutions, local governmentsyufacturing, and other
organizations. Whether developing a completely new IP slawed solution, or
upgrading and enhancing an existing analog video surveilldatferm, Ojo
Technology delivers the complete solution including design, hardeaftejare, data
cabling, electrical, and installation services. Ojahrelogy also provides user training
and offers remote management/monitoring services. Leare about Ojo Technology
online atwww.OjoTech.com
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