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Overview of IP Surveillance Systems

Manufacturers have traditionally relied on Closed CirGlevision (CCTV) to provide
plant security, assure site safety, and remotely wewerial transport. Historically,
CCTV systems have proved to be expensive and inflexiblehvtais limited their
wide-spread use and kept them from becoming part of qualityot@mid the daily
safety monitoring processes. A key cost factor for C@&@Tt¥ie expense of the long-
distance, dedicated cabling from the cameras to the viesténign.

Networked (Internet Protocol or IP-based) camera systamnow replacing traditional
CCTV. Most large manufacturers are finding that the né&urveillance systems
are significantly lower in cost. Upgrading an existingT®&ystem usually produces
direct dollar savings in lower operating costs, more tifésetting the one-time upgrade
capital cost. In addition, the flexibility and therr@te monitoring inherent in IP Video
Surveillance systems provides significant safety and raatwing process benefits.

An IP video surveillance system consists of the following:

*  One or more digital "network" cameras

e A standard Ethernet network, either shared or déstic
* Acentral server

* One or more client viewing stations

* Adigital storage unit

Cameras

IP cameras contain a digital CCD or CMOS sensor antlembedded microcomputer
to do image processing and interface to the network. Betdigital video output
frames from the camera and camera control informakionthrough a standard
Ethernet connector.

Network

The standard computer network that supports the digital ¥Wiolaand the camera
control information are identical to those that supportitita flow between office
computers, servers, and printers. Network cable, switzhesvireless interfaces are
standard hardware products, widely available and inexperiigenetwork for the IP
surveillance cameras is often shared with an exisiiisgplled data network. This is
appropriate if the current network is 100base-TX or 1000basee 8ompanies may
desire to run a dedicated network, or a partially dedicagework for the IP
surveillance system. Sometimes manufacturers choose tadgpgn older network,
providing improved computer functionality as well as supporting/orded cameras.

Server

The central sever is often a standard Windows-basedogestinputer, typically
running the camera server software as a dedicated appiicitie server may
physically connect to the network at any point. A standavds®, keyboard and
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“Our primary
goal is
monitoring
production for
quality control
and to improve
productivity.
The new IP
video
surveillance
also helps us
handle issues
about employee
occupational
safety: it gives
us the evidence
of captured
images in areas
where accidents
happen,
allowing us to
find the
explanations so
as to address
and eliminate
them.”

-- Sam Tamayo,
Plan Manager at
La Tortilla
Factory

computer monitor connected to the server typically functionraalgime monitoring
station.

The combination of the server plus storage is often callddtwork Video Recorder.

Viewing Stations

The client viewing stations are standard office PClagtop computers. The client
viewing stations are standard office PCs utilizingnapse Windows application or a
standard web browser. Multiple client viewing stationseasly supported anywhere
on the network, or anywhere on or off site, connected tegheer via the Internet.

Storage

The digital storage unit is a standard disk subsystensjstorg of one or more disk
drives. Often, multiple disks are used to provide faultréoievideo storage and to store
many days of video automatically. A RAID-5 system thatledl4 days of video is the
most common configuration. The disk subsystem is normaiipected to the server;
however it may be placed anywhere on the network, or evestebnvia the Internet.

Figure 1: IP video surveillance components
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The Need for IP Surveillance in Manufacturing Facilities

Regulatory compliance and site safety is important for all types of manufacturing,
whether it is OSHA standards in production facilitiesher FDA/Health Department
for food handling facilities. IP Surveillance can helpke sure that quality is high,
employees are conforming to regulations, and that dangemking conditions can be
quickly corrected.
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Fraud and theft protection from either employees or non-employees is often a
consideration for installing an IP surveillance systpamticularly in warehousing
applications. Using cameras in the shipping area alldm&g of the contents of
pallets and packages as they are transported and stBigediideo can help mitigate
any fraudulent claims by customers regarding the contéms damage to, their
shipment.

Employee protection is a priority for most manufacturers. P surveilamelps
monitor working conditions and watch for safety issu@sarkas where employees
work late shifts, surveillance of exits, entrances! parking lots can provide peace of
mind to employees.

Quality control is sometimes difficult as new employees are learninigjites. A
surveillance system allows a quick way to catch emasuse the images to retrain
employees.

Manufacturing-Specific Requirements for IP Surveillance

Each manufacturing facility will have its own unique rebdsed on the size of the
facility, the type of business, and integration withs&@rg process.

Ease of Installation for Large Facilities

Many manufacturers found that cabling for older CCTVeayst to be cost prohibitive.
Since IP surveillance systems use standard networking, ¢aisl less expensive and
easier to install cameras in a large facility.

Ease of Storage and Retrieval

Digital images are easy to search, share, and ardbnlie older CCTV-video tape
based systems, finding a desired video sequence is qudaaay. Since the images
are completely digital, they can be easily stored ewed remotely.

Remote Monitoring

IP surveillance systems can be set up to provide monitimingmote warehouses.
Additionally, for facilities that are not active at nigtite cameras allow managers at
home to check facilities in the case of an alarm sanatVideo images may be sent in
real time to PDAs, improving response time to on-floondield employees.

Facilities that are part of a national organizatiom €laow work-in-process, provide
cross-training, and keep remote management informecgfgss. Large
manufacturing and integration operations use remote vidassture smooth supply-
chain and customer communication.

Ease of Expansion

Following the successful integration of a new IP suramede system into operations, it
is common for manufacturers to want to expand their instail#o include more
cameras and add advanced capabilities. IP-based surveiigstems are easily
expanded to meet these needs.
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Flexible Monitoring

The indirect

costs of a IP video surveillance systems allow monitoring from any M&nagers can monitor
workers' production from their desks or even conference rooms. Thesmss can be set up so
compensation that only certain cameras can be monitored by certainidudils if desired.

claimto a _

company are Alerting

more than two
times the cost of
medical and lost
wages.

For night-time monitoring, in the case where cameras@trenonitored in real-time, an
IP surveillance system can be set up to send antalempager or a cell phone when
certain cameras detect motion. Alerts are flexilwphssticated and programmable.
Unlike passive motion or noise sensors, camera and confaged motion detection is

- Workers' able to distinguish between significant events and normaément.
Compensation

and its Impact

on Your Cost Justification
gﬁ)org{) ggys Net In order to calculate potential cost savings, numbansbe assigned to the many “hard”

cost benefits associated with installing these sys{euowh as reduced theft). However,
there are also “soft” costs savings (such as a feefisgfety for employees) that must
be considered, but may be more difficult to quantify.

Steven Odell

Calculating Hard Cost Savings

The following costs can be used to evaluate the poteatralgs gained from installing
an IP surveillance system:

» Annual cost of theft — If you already have cossoasited with theft, either from
break-ins or internally, these costs are very gaquantify.

* Annual cost of customer fraud — Video system reongrshipping and receiving
can accurately identify quantity of product and pofrdamage to minimize false
claims.

» Compliance — Whether it is OSHA or FDA, being outa@mpliance can cost
your company fines, time, and loss of productivity.

» Decreased cost of security personnel — You may led@ble cameras where
you were forced to used security personnel befdspending upon the type of
manufacturing business, this can be a substaosakavings.

» Fire prevention — A fire is devastating to any nfaaturing business. Cameras
can help identify potential hazards as a partlafger safety program.

* Improved quality — Real costs can often be assmtigith mistakes in both the
manufacturing areas and shipping areas.

Incorporating Soft Cost Savings

Soft cost savings cannot be directly quantified, but tnastonsidered when justifying
an IP surveillance system. These soft costs saincggle:
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» Afeeling of safety for employees — Employees whodage are more likely to
stay with the company.

» Customer/Vendor perception — When customers ororsrade brought in to tour
a facility, the use of the latest in video suregitte technology leaves a very
favorable impression of the manufacturer.

Special Considerations

When designing an IP surveillance system, there are §pengitions that may dictate
a specific type of camera equipment or a unique sitgrded hese conditions include
the following:
» Covert or semi-covert operation
*  The requirement for real-time monitoring
* The requirement for the need to see a long distance
» Retrofitting of an existing CCTV camera or system
» Cameras in a hard to access or high location
* Unusual lighting conditions including
= Sodium lamps
= The need for auxiliary lighting
= Ultra-sensitive night vision
o Cameras requiring wireless networking
» Cameras requiring Pan-Tilt-Zoom capability
* The requirement for a camera to monitor more timereoea
» Cameras requiring special enclosures

* Avandal-prone location

An experienced installer of IP surveillance systenmshegp you with site design and
work through any special conditions that may exist at gaar

Summary

IP surveillance systems are being installed in maiwrfeag facilities around the world
in order to protect both employees and the manufacturere 8ach manufacturing
facility will have specific requirements, it is imqant to consult with a company that
can provide guidance and will design a system that addréssenique needs of your
facility.
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About Ojo Technology, Inc.

Ojo Technology is a solution provider and systems integvetbrexpertise in both
security and in data networking. Ojo specializes in ceteptustomer specific solutions
for IP surveillance systems in manufacturing facsitiecal governments, and
educational institutions. Whether developing a completely Resutveillance solution,
or upgrading and enhancing an existing analog video sungsllaiatform, Ojo
Technology delivers the complete solution including consultationguigsardware,
software, data cabling, electrical, installation, remance, and support services. Ojo
Technology also provides complete user training. Learn moré &jod echnology
online atwww.OjoTech.com

Ojo Technology, Inc., 48890 Milmont Drive Suite 101D, Fremont, CA 94538
Tel 510-249-9540 Fax 510-249-9545 email: info@ ojotech.com.
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